10 Steps to HIPAA Compliance

The final version of the HIPAA Privacy Rule, published in the Federal Register on August 14, 2002, has 104,471 words spanning 93 single-space pages. It is a masterpiece of preambles, footnotes, and commentary. By drafting such a complex document, the authors did not offer a clear roadmap on how to comply with the HIPAA Privacy Rule before the April 14, 2003 deadline.  To support your compliance efforts, we present below 10 steps that all healthcare providers (including Hearing Care Professionals) need to take now to comply with the HIPAA Privacy Rule.

1. Publish a Notice of Privacy Practices.

The HIPAA Privacy Rule gives patients a fundamental new right to be informed of their healthcare providers' privacy practices, and to be informed of their rights with respect to their own health information. Healthcare providers are required to develop, distribute, and post a Notice of Privacy Practices (NPP) that provides a clear explanation of these rights and practices. The NPP is intended to focus patients on privacy issues and concerns, and to encourage them to discuss these issues with their healthcare providers, and to exercise their new rights.

NPP Content

Healthcare providers are required to provide a NPP in basic language that describes:

· How the healthcare provider may use and disclose Protected Health Information (PHI) about a patient. The Rule allows healthcare providers to disclose patient information without patient authorization for payment, treatment, and healthcare operations. All other disclosures require an explicit authorization. 

· The patient’s rights with respect to his or her medical information, and how the patient may exercise these rights.

· A statement that the healthcare provider is required by law to maintain the privacy of PHI.

· The name of an individual whom patients can contact for further information about the provider’s privacy policies.

The Notice must also include an effective date and be revised when an organization’s privacy policies change. 

Providing the Notice

Healthcare providers are required to provide the Notice so that it meets the following guidelines:
· Healthcare providers must make their Notice available to any person who asks for it.

· Healthcare providers must prominently post and make available their Notice on any web site they maintain that provides information about services.

· Healthcare providers must provide the Notice to new patients during their initial visit after the April 14, 2003 compliance date of the Privacy Rule and, except in emergencies, make a good faith effort to obtain the patient’s written acknowledgment of receipt of the Notice.

· When first service delivery to a patient is provided over the Internet or through e-mail, healthcare providers must send an electronic Notice automatically.

· Healthcare providers must make copies of the Notice available for patients to take with them, and post it in a clear and prominent location at the facility.

Healthcare Analytics, LLC, a HIPAA advisory firm, has developed a HIPAA Compliance Toolkit designed to help Hearing Care Professionals ensure that their environments are HIPAA-compliant. The Toolkit contains a customizable Notice of Privacy Practices and many other templates described in this article. Information on the Toolkit and related services (including a free sample Notice of Privacy Practices) is available from Healthcare Analytics at www.HCAnalytics.com or 917.647.0880. 

2. Define your Designated Record Set.

The HIPAA Privacy regulations allow a patient to access and amend Protected Health Information about him or her that is contained in a Designated Record Set (DRS).  A Designated Record Set is a group of records that is used to make decisions about the patient’s care. It typically includes: 

· Information used to make decisions about patient care

· Medical records, including audiograms, hearing test results, and other source data incorporated into progress notes

· Patient-specific account information: claims, remittances, eligibility responses, claim status responses, charge screens, statements of account balance, and payment agreements

· Consent and authorization forms

· Patient-submitted documentation and referral letters

· Copy of insurance card

In a typical hearing care practice, the DRS contains information in many different places, derived from many different sources, using different types of media (including paper and electronic formats). We recommend that you draft an internal memo that defines what types of information are included in your Designated Record Set.  This will determine what information patients can access and amend. 

3. Determine whether you need to comply with the Transaction Standards/Code Set regulations.

If your organization submits claims to a third party in electronic formats or performs eligibility checks online, you will need to comply with the HIPAA Transaction Standard/Code Set regulations by October 16, 2003. Although you may continue to submit claims on paper (i.e., using the HCFA 1500 form), if you perform transactions in electronic formats, you need to adopt the new standards. 

If you use a third party vendor to submit claims on your behalf, ask them to confirm in writing the status of their HIPAA compliance efforts, and to send you a letter indicating their timetable for adopting the new standards. Here’s the correct answer: they should tell you that they will adopt the new standards no later than October 16, 2003. Going forward, Medicare, Medicaid, and commercial insurers are expected to recoup the expense of adopting the new standards by discouraging providers from submitting claims on paper.
4. Assign privacy and security responsibilities.

HIPAA requires that you make three personnel decisions: 

· That you designate a Privacy Officer responsible for developing and implementing your organization's privacy policies and procedures (this employee's name and contact information needs to be included in your Notice of Privacy Practices)

· That you designate a Contact Person to receive complaints, requests for access to patient information, and requests to amend medical records (this employee's name and contact information needs to be included in your Notice of Privacy Practices)

· That you designate a Security Officer to oversee your physical and technical security processes. 

You may identify one or more individuals to assume these responsibilities (i.e., in many hearing care practices, one person serves in all three roles). When you’ve made these designations, announce these new roles to your workforce. 

5. Determine how PHI is used in your organization.

HIPAA requires that you establish procedures for handling, processing, and storing Protected Health Information. The regulations require that you develop and implement documented policies and procedures for the routine (and non-routine) receipt, use, storage, access, dissemination, transmission, and destruction of health information. As a first step, we recommend that you get a clear sense of how PHI is used in your organization. The best way to accomplish this is to perform a walk-through of your office, taking note of every place that you see and hear PHI being used: on a computer screen, in a file, on someone’s desk, on a whiteboard, on a prescription pad, in an order sent to a hearing aid manufacturer, in a logbook, in a conversation between dispenser and patient, etc.  Identify areas where PHI is blatantly displayed (such as charts left exposed on the receptionist’s desk). Analyze the path that PHI takes as you walk through the office and create a simple chart that tracks the flow of information.  In addition, we recommend that you create a comprehensive inventory of PHI in your organization; note the processes in place for handling it. Once you understand how PHI is used in your organization, take note of two more pieces of information:

· For each type of Protected Health Information identified, determine who in you organization discloses this information, to whom, and for what purpose.  Document this information for future reference.

· For each member of your workforce, determine the kinds of information he or she is able to access. HIPAA requires that staff members have access to patient information based on their role and a “need to know” basis (this is known as role-based access). We recommend that you make a list of every employee in your organization, and note what types of PHI he or she is able to access, and consider whether that access is necessary.

6. Put in place physical, technical, and administrative safeguards to protect patient privacy.

HIPAA requires that you implement reasonable safeguards to control physical access Protected Health Information is accessible.  These safeguards include the following: 

· Shredding documents before they’re discarded

· Positioning workstations so that members of the public cannot see patient information

· Positioning fax machines and printers away from public areas

· Being careful about oral communications; discuss sensitive patient matters in a private area

· Storing patient information in locked cabinets

· Avoiding the use of whiteboards in public areas

· Turning over patient charts on employees’ desks

· Using a fax sheet with a confidentiality notice

· Putting PHI away at the end of the day so that the night staff isn’t able to compromise your patients’ privacy

7. Allow your patients to access their own Protected Health Information.

For patients, HIPAA is a bonanza. Patients are granted new rights to access their own Protected Health Information contained in a Designed Record Set. Effective April 14, 2003, you need to implement a process that allows patients to inspect and copy their records (for which you can charge a reasonable fee). We recommend that you develop an office policy that defines the circumstances under which patients are able to inspect and copy their records. We also suggest that you develop a form for patients to use when requesting access to their records. Under most circumstances, you are required to act on requests for access within 30 days.

8. Make sure the people with whom you do business also protect PHI.

HIPAA requires that you protect PHI provided to your Business Associates. HIPAA also requires that you terminate contracts with Business Associates that are not HIPAA compliant.  To ensure that your liability extends to your Business Associates, HIPAA requires that you enter into legally binding agreements with all Business Associates that access and use your patients’ PHI.  

Business Associates that access PHI often include:

· Hearing aid manufacturers

· Billing companies

· Consultants

· Lawyers

· Insurance companies

· Auditors

· Accountants

· HIMSA

· Hearing aid repair companies

· Software vendors

We recommend that you make a list of all Business Associates with whom you share Protected Health Information.  When the list is complete, send every entity on your list a Business Associate Agreement to sign and return.  The Business Associate Agreement confirms that your Business Associates will protect the integrity and confidentiality of your patients’ PHI. 

9. Train your workforce.

HIPAA requires that you train all members of your workforce in your Privacy and Security practices. The HIPAA regulations require training for all new and incumbent employees and recommend a refresher course any time your organization’s policies change. We suggest that you train employees on your privacy practices before April 14, 2003 when the Privacy regulations take effect.

10. Steer clear of HIPAA prohibitions against marketing. 

The final Privacy Rule, published in August 2002, clarified a number of issues relating to marketing that were left unclear in previous versions of the regulations. Since many Hearing Care Professionals are accustomed to marketing products and services to their patients, it is important to understand the nuances of the regulations to help avoid violating both the spirit and letter of the Privacy Rule.  

The final Rule requires healthcare providers to obtain patients’ written authorization before disclosing their Protected Health Information to a third party for marketing purposes. The regulations allow one-to-one communication between a healthcare provider and patient to review treatment options. However, covered entities are prohibited from selling a list of patients to a third party without the patient’s explicit authorizations. We recommend that you review your organization’s marketing practices to ensure that they fall within the framework established in the Privacy Rule. If you are doing something that is prohibited by the Privacy Rule, we recommend that you modify your practices immediately. 

Dan Jacob, founder of Healthcare Analytics, LLC, is an expert on HIPAA. For questions regarding this article and the applicability of HIPAA to Hearing Care Professionals, contact the author at Jacob_Dan@hotmail.com.
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