Disclosures of PHI to Friends and Family

A number of end-users have asked whether it is permissible under the HIPAA Privacy Rule to disclosure health information (including information relating to a hearing device order or hearing exam to family and friends. We pass along the following analysis, as it relates to the following two common 
scenarios:


A. Mother has diminished hearing, daughter living out-of-town makes an appointment with a local Audiologist, mother goes to appointment and gets prescription for a hearing device, and out-of-town daughter follows-up with Audiologist for information and progress updates. Under HIPAA, is it OK for the Audiologist to speak with the daughter without first getting the mother's consent AND is it permissible to provide the daughter with progress updates?


B. Mother has diminished hearing and orders a customized hearing device from XYZ Company. The device arrives, is programmed by the dispenser, and is fit in mother's ear. After several months of use, mother complains that the device is performing irregularly. Since it is still under warranty, mother calls XYZ Company and seeks guidance from the Customer Service department. Because her hearing is diminished, she is unable to communicate with the Customer Service representative. Under HIPAA, may the Customer Service representative at XYZ Company provide the daughter with information on her mother's behalf?


Here's what I think regarding Scenario A: 164.510(b) clearly states that with oral agreement, a person identified by the patient may be contacted (i.e., the daughter may contact the Audiologist with mother’s consent, but the Audiologist should secure consent, if possible, before sharing PHI with the daughter). However, when an oral agreement is not possible (i.e., when the patient has some form of dementia), professional judgment prevails. The standard to guide this form of professional judgement, though, is "minimum necessary" disclosure of information. Questions to ask before disclosing information should include: can I affirmatively identify this person as a family member or friend? why would the family member or friend need this information? what information is appropriate to disclose? would this information help support the patient's treatment plan? 

In Scenario A, you might, in your professional judgement, disclose information to a son or daughter, but be more reticent about sharing information with friends, unless there is no one else around providing care.

Regarding Scenario B, the same “minimum necessary” standard applies. Before answering questions that involve protected health information, a Customer Service representative should first determine, if possible, whether the mother has orally agreed to allow her daughter to access PHI on her behalf. When that determination has been made, the Customer Service representative should then seek to affirmatively identify the caller as the mother’s daughter (i.e., by confirming account, demographic, or device serial number information). When the daughter’s identify has been confirmed, the Customer Service representative should feel free to answer any questions regarding the device and its use. [Obviously, information requests that don’t involve a patient name or other PHI don’t require consent, oral or otherwise.]


When providing information over the telephone, ask the same set of questions: why would a family member need this information? what information is appropriate to disclose? would this information help support the patient’s treatment plan?

If the Customer Service representative is unable to get oral confirmation from the mother or to confirm the caller’s identify in relation to the mother, I would be reticent about disclosing any form of PHI.

